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The OHHDL Case

Planting the 
Seed of Social 

Malware



Another Case of Interest

Thank goodness 
they have WEP on 

this WLAN!

Here’s your sense of 
false security… Enjoy 

your stay.



Want Trace Files and More?

Laura’s Media Roll at chappellseminars.com
www.screencast.com/users/laurachappell



In this Session

• Network Forensics 101
• Evidence of Reconnaissance
• Evidence of Breaches
• LIVE ANALYSIS



Evidence of Reconnaissance

IP scans 
(excessive ICMP 
Type 3/Code 2)

OS 
fingerprinting
(ICMP type 13, 

15 and 17)

Address scans 
(‘dark IP’ or 

‘dark MAC’ hits)

Application 
scans (unusual 

responses)

UDP scans 
(excessive ICMP 
Type 3/Code 3)

TCP scans 
(excessive 

RSTs)



Evidence of Breaches

Unusual communication pairs

Unusual protocols and ports

Excessive failed connections

Unusual inbound connections

Unusual outbound connections

Peer-to-peer traffic paths

Check out…
Statistics > Protocol Hierarchies
Statistics > Conversations
Filter on DNS
Filter on ICMP



Now…

• Enough of this slide stuff…



Links

• High Technology Crime Investigation Association
http://www.htcia.org

• Snooping Dragon Report
http://www.cl.cam.ac.uk/techreports/UCAM-CL-TR-746.pdf

• Hacked Hosts: Network Forensics
http://www.chappellseminars.com

• Trace Files – Laura’s Media Roll
http://www.chappellseminars.com

• AirPcap Adapters
http://www.cacetech.com

http://www.htcia.org/
http://www.cl.cam.ac.uk/techreports/UCAM-CL-TR-746.pdf
http://www.chappellseminars.com/
http://www.chappellseminars.com/
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